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More than 2500 people were killed
on September 11, 2001, when
terrorists attacked the United

States. In contrast, 3800 people were killed
and more than 11,000 injured on Decem-
ber 3, 1984, when methyl isocyanate was
released from a chemical plant in Bhopal,
India (1). Because of the availability and
toxicity of toxic industrial materials (TIMs)
such as methyl isocyanate, these chemicals
would be easier for terrorists to use than
chemical and biological warfare (CBW) agents
to cause mass casualties and destruction.
Therefore, TIMs are a great concern for
the U.S. Department of Homeland Defense. 

The Bhopal incident notwithstanding,
methyl isocyanate is listed only as a medi-
um hazard on the TIMs Hazard Index List
created in 1998 by NATO’s International
Task Force-25 (ITF-25), a group of experts
convened to determine if industrial chem-
icals could harm the Canadian, U.K., and
U.S. Intelligence Alliance (CANUKUS) forces
during military operations. In addition, ITF-
25 determined hazard criteria (more on this
below) and reviewed toxicity data to create
the list (2), which includes approximately
100 chemicals readily found in house-
holds and industrial facilities, such as paper
mills, waste management facilities, research
labs, and plastic manufacturers. 

Over the past 23 years, the U.S. Envi-
ronmental Protection Agency (EPA) has
issued many regulations on hazardous chem-
icals in an effort to protect citizens and
the environment (3). These regulations initi-
ated liability, funding, and infrastructure
for cleaning up hazardous materials; estab-
lished the Emergency Planning and Commu-
nity Right-to-Know Act (EPCRA); they also
maintain the National Contingency Plan for
responding to the release of chemical
substances. Recent terrorist threats have
put EPCRA under much scrutiny. The balance
is still being debated between the commu-
nity’s right to know about local industrial
chemical hazards and the need to keep this
information from being used destructively.

The federal government is currently
proposing more regulations for the chem-
icals industry in an attempt to protect
the public against a terrorist attack. On
October 31, 2001, the Chemical Security
Act was introduced into Congress (4).

This act would give the EPA the authori-
ty to designate “high-priority” chemicals
that could pose a serious threat in the
event of accidental or intentional release.
The chemical industry would also be
required to evaluate their facilities for
the risk of and vulnerability to a terrorist
attack, increase plant security according-
ly, and change production methods in an
attempt to reduce the use of toxic chem-
icals. This bill was strongly supported by
public health and environmental groups,
but opposition from the chemical indus-
try was enough to prevent the bill from
reaching the U.S. Senate. The Chemical
Security Act of 2001 has now been incor-
porated into the Comprehensive Homeland
Security Act of 2003, which was introduced
to Congress on January 7, 2003. 

Ranking the Hazards
The chemicals most likely to be used as
terrorist weapons, according to terrorism
experts, include choking, blood, and blis-
ter agents (Table 1). The Hazard Index ranks
TIMs according to the chemical’s produc-
tion, transport, storage, toxicity, and vapor
pressure. Those chemicals considered to
be “high hazards” are widely produced,
transported, and stored; they also have a
high level of toxicity and vaporize easily.
The medium ranking is given to chemicals
that have some high-hazard characteristics
and some low. For example, a chemical that
is widely produced and has a high toxici-
ty, but does not readily vaporize, would
have a medium ranking. Chemicals that are
not considered a threat under normal
circumstances and are not likely to be used
as terrorist weapons are ranked as low
hazards (5). TIMs are also commonly referred
to as toxic industrial chemicals (TICs) and
are known by civilian groups associated
with the military as TICs and TIMs, though
the two terms are actually synonymous.

Chemical warfare agents (CWAs) differ
from TIMs in that they are intended to
immediately incapacitate as many soldiers
as possible when released against an enemy
in war. To do this, the CWA must be toxic
enough to cause an instant response when
it is inhaled or comes into contact with
the skin. During World War I, Germany used
chlorine gas to kill thousands of Allied
soldiers (6). Phosgene, hydrogen cyanide,
and cyanogen chloride were also used as
CWAs in World War I (7). In World War II,
the Nazis killed millions of people in gas
chambers with hydrogen cyanide gas (6).

In contrast, a terrorist is more concerned
with inflicting terror on those targeted,
regardless of the length of time needed
to produce enough exposure to cause symp-
toms. Historically, TIMs have been the
terrorist’s weapon of choice because of the
difficulties in obtaining and manufactur-
ing CBW agents. TIMs are manufactured
solely for use in industrial operations,
not as weapons to be used in warfare, as
are CBW agents. A terrorist can use TIMs
as a weapon because the goal is not to
immediately incapacitate civilians, but to
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scare them and cause mass
suffering over a period of time.

Of all the chemical attacks
reported worldwide between
January 1960 and May 2001,
TIMs were used in the majori-
ty. For example, a terrorist killed
10 people by spiking a bottle
of champagne with cyanide in
the former Soviet Republic of
Tajikistan in 1994. CWAs were
involved in only 7.2% of chem-
ical attacks, most of which were
connected to Aum Shinrikyo, a
religious cult whose claim to
fame was the 1995 release of
sarin nerve gas in a Tokyo subway (7). 

Modes of Action
Terrorists can use TIMs in various ways to
cause mass casualties. The largest concern
after the events of September 11, 2001,
is that chemical plants in the United States
will be targeted. A terrorist could fly an
aircraft into a chemical plant to release the
chemicals and cover the surrounding area
with a plume of toxic gases. A bomb

could damage storage tanks or transport
vehicles carrying chemicals, releasing dead-
ly toxins. Terrorists could get into an indus-
trial plant and release toxic chemicals from
within, or a disgruntled company employ-
ee could intentionally release the toxic
chemicals. Most chemical plants in the
United States are located close to urban
areas; therefore, depending on the loca-
tion, if toxic chemicals were released
from one of these plants, as many as 1

million citizens could be killed,
injured, or evacuated (8).

Government agencies are
also concerned that a terrorist
could release toxic chemicals
into the air-handling systems
of buildings. Many TIMs vapor-
ize more readily than CWAs, so
a terrorist could easily intro-
duce and spread toxic vapors
throughout a building simply
by releasing the vapors at the
air intake of the ventilation
system. A chemical released at
the main air intake for a build-
ing could infiltrate the whole

building within five minutes because most
air-handling systems do not contain filters
that are able to remove TIMs (9).

The military or public food or water
supply could also be threatened, directly
or indirectly, by a terrorist attack with
TIMs. Contaminating animal feed is an indi-
rect method of poisoning the food supply,
spreading TIMs to people who eat the
contaminated animal products. Depending
on the chemical, the residual TIMs ingest-
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TABLE 1: Some of the TIMs on the Hazard Index List

High hazard Medium hazard Low hazard

Ammonia Acetone cyanohydrin Arsenic trichloride
Chlorine Carbonyl sulfide Bromine
Fluorine Chloroacetone Chlorine trifluoride
Formaldehyde Ethylene dibromide Cyanogen chloride
Hydrogen bromide Methyl bromide Dimethyl sulfate
Hydrogen cyanide Methyl isocyanate Ethyl chloroformate
Nitric acid Phosphorus oxychloride Iron pentacarbonyl
Phosgene Sulfuryl chloride Isopropyl isocyanate
Sulfur dioxide Trifluoroacetyl chloride Nitric oxide

Source: Reference 5.



ed by the animal could be enough to cause
mass illness and possibly death within a
human population (7). 

Approximately 850,000 U.S. business-
es use, produce, or store TIMs (1, 7).
Although the United States has strict guide-
lines concerning the sale and use of TIMs,
many developing nations have less-restric-
tive guidelines, which increases the like-
lihood of citizens being exposed to the
chemicals and terrorists obtaining the
chemicals to use as weapons against
other countries (5). TIMs are much easier
for terrorists to handle and deliver than
CBW agents, and, because toxic industrial
chemicals and materials are produced in
large volumes and are widely available,
they have been and will potentially contin-
ue to be the terrorist’s weapon of choice
in chemical warfare.

Note: Scentczar Corp. is hosting the
Toxic Industrial Chemicals Detection and
Protection Symposium at Virginia Common-
wealth University in Richmond, VA, August
14–15. Those interested in speaking or
submitting papers should contact Joseph
Roehl, president of Scentczar Corp. (800
East Leigh St., Ste. 59, Richmond, VA
23219). For more information on TICs and
TIMs, please visit www.scentczar.com and
click on Announcements.
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Mindy Bennett is the senior chemist with
Scentczar Corp. (Richmond, VA, www.scentczar.
com). Send your comments or questions about
this article to tcaw@acs.org or to the Edito-
rial Office address on page 3. ◆
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